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Atos Origin UK Experience

by Lee Evans
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AO UK and BS 7799 — A History Lesson \Ag)sw."f
rigin

Prior to the acquisition of the IT services activities of SchlumbergerSema in
2003, Atos Origin held certification to BS7799 at many of its key sites.
Bringing in Sema presented the UK organisation with a number of challenges.

» Two distinct and separate Information Security Management Systems
» Three external ISMS certification bodies

» Documentation and processes referring to SchlumbergerSema,
Origin as well as Atos Origin ways of working

» Locations having their own individual Statement of Applicability

» No consistency of approach to common issues across the estate

The Management System worked, but this was not an effective way to
operate.
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» One Company Origin
» One ISMS

» One Statement of Applicability

» One Risk Assessment Methodology

» One External Certification Body

ISMS documentation set Driven by ‘pmf;ess'
documentation

Information security policy
Statement of applicability
Inventory of information & *
system assets to protect
Risk assessment
Procedures and applicable
standards

Contracts (service level
agreements, acceptable
use agreements, etc.)

L)

update ISMS _ and analysis
P Report(s) v ‘Evidential

into forum documentabon
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Events

Secunty incidents
Suspected weaknesses
Malfunctions

Audit observations
Testing findings

Business Spot check findings

processes




Single Process for

Two Companies Atos Origin Educate
Two ISMS Promote
Two ways of working CULTURE
Review of existing collateral Define Single Policy Set Monitor
Gaps Communicate Improve
Enforce
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Controls in place that maintain availability and reduce the risk of
vulnerabilities being exploited.

» Increased reliability and security of systems

» Increased profits
ITT increasingly require certification/compliance as a pre-requisite
» Consistency and cost effectiveness

Risk assessment highlight those technical safeguards that offer little or no
business benefit. Uniform policies incorporating industry best practices.

» Compliance with legislation

Focuses attention on compliance to applicable legislation, such as Data
Protection and copyright laws
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» Improved management control

Managers have better quality information with which to control the business.

» Improved risk management and contingency planning
ITT increasingly require certification/compliance as a pre-requisite
» Improved risk management and contingency planning

Through the 1ISO27001 process we can identify our vulnerabilities, threats
and potential impacts to the business — resulting in more structured approach
to risk management. Have a rational process to deciding which risks to
transfer to our insurers. Have a BCP that suits the needs of the business, not
just IT, exposure to financial loss or negative publicity is reduced.

» Enhanced customer and partner confidence

With the heightened sensitivity to breaches partners and customers are
looking for evidence of security. 27001 certification is one of the methods to
supply that.
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ISO 27001 coverage in Atos Origin UK \Ag}sigf

» Certificate covers all areas of the business — excluding Healthcare
which is currently being assessed for future inclusion.

26 locations

From the South Coast to the North of Scotland.
Includes HO, Data Centres, Payment Processing areas.
Small “admin” offices through to high occupancy sites.

» Three Site Security Advisors cover all locations.
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ISO 27001 Achievements background Atos v
Origin

ISO 27001 accreditation at all sites within current Scope, including Head Office and Data _
Centres

98% of Atos Origin personnel have now completed online Information Security Awareness and -
PCI-DSS training

UK Security Directorate website now contains all policies and procedures for management of ISMS, including
guidance and collateral for HMG, Bids, Business Continuity and Security Risk assessment

Site Security Forums take place on all sites every two months, chaired by Site Security Advisor, includes senior
site manager, facilities manager, seniors from Business Units

Security Steering Committee and Major Incident Response Team now established at board level

Established ISO 27001 team maintaining accreditation and carrying out rolling audits to capture whole business
activities over three year certificate cycle, including third party suppliers

Business Continuity Plans established and tested on all Atos Origin sites, latest test withessed by HMG

Atos 1ISO 27001 processes accepted by PCI DSS auditors during initial compliance preparation

100%
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Implementation Issues Atos Y@
Origin

Security incident reporting

Document / Information
Virus protection Classification

security Awareness Training

Data Protection Act

Security badges

Clear desk policy

Visitors

Risk Assessment

Licensed Software
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Visible Management commitment
Business Continuity Plan Testing

Risk Assessment & Risk Treatment Plan
Staff Awareness Training

Defined Roles and Responsibilities
Trained staff

Engage with and audit your suppliers

Background checks on employees
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What Next? Agsv.‘“
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» |1SO/IEC 27000 - overviewl/introduction to the ISO27K standards.

» ISO/IEC 27003 - implementation guidance for ISO27001.

» |SO/IEC 27004 - information security management measurement.
» 1SO/IEC 27005 - information security risk management (replaces BS 7799-3).
» ISO/IEC 27006 - certification or registration process.

» ISO/IEC 27007 - auditing Information Security Management Systems.

» |SO/IEC 27008 - guidance on auditing information security controls.

» |SO/IEC 27010 - sector-to-sector interworking and communications.

» ISO/IEC 27011 - information security management guidelines for telecomms
» |SO/IEC 27031 - ICT-focused standard on Business Continuity.

» ISO/IEC 27032 - guidelines for cyber-security.

» ISO/IEC 27033 - will replace the ISO/IEC 18028 on IT network security.

» ISO/IEC 27034 - guidelines for application security.

» ISO/IEC 27799 - health sector-specific implementation guidance
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http://www.iso27001security.com/html/27000.html
http://www.iso27001security.com/html/27003.html
http://www.iso27001security.com/html/27004.html
http://www.iso27001security.com/html/27005.html
http://www.iso27001security.com/html/27006.html
http://www.iso27001security.com/html/27007.html
http://www.iso27001security.com/html/27008.html
http://www.iso27001security.com/html/27008.html
http://www.iso27001security.com/html/27011.html
http://www.iso27001security.com/html/27031.html
http://www.iso27001security.com/html/27032.html
http://www.iso27001security.com/html/27033.html
http://www.iso27001security.com/html/27034.html
http://www.iso27001security.com/html/27799.html
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Other Atos Origin Experience

by Lee Evans
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Atos Origin India by Lee Evans Ag)s_v'_a
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M t
Security anagemen + Audit Strategy + Business Strategy
+ Security Policy Security « IT Strategy
Strategy * Regulations Strategy + Management Strateay
\ Business

Risk Management
IT
infrastructure :
Management Head Offices N StandardsiPolicies
l Metwork
Security ) Technical Security Architecture A Security Bldinb
. Security Awareness #:‘:;‘l::::::t Continuity
FIELS CISO Eﬁlancle d'ing Process Process
Organizational Implementation
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Implementation EACH
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Atos Origin India (AOIl) has long realised the necessity and importance of
Information Security if it is be identified as the preferred multi skilled
outsourcing centre for Atos Origin.

Supply Operation om0 Usage Supply

Commeon Communication Infrastructure Business
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Market finternet

It has now become more evident as more and more customers from lead

countries are demanding, or are keen to know how information security is
handled at the outsourced centre.
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Atos Origin France Approach

by Jean Louis Lequeux
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Atos Origin Integration France and the 1SO 17799 Ag)svﬁ
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» Widely adopted by Atos origin Integration

» Tools and resource kit developed by AO for operational teams.

Kit de Ressources Techniques pour un Modele de Sécuriteé
Globale

Global IT Security Modelling &
Resource Kit

Security in Action Systemn Securiby
Application Security

General Introduction o

AVANT-PROPOS

Forewords This resource 1:'“: res@ted ﬁom years of zperience Ce kit de ressources technicques est le résultat de .
1 Executive || of the former "Technical Direction FBS plusieurs années d'expénence de lancienne
Surnrmary Geolarket' of Sema Croup, mainly in b g and Direction Technique France/Belgaque/Susse de

Capital Market projects. However, all the technical

o ) 3 3r t plus particulie t dans le cadr
aspects could be applied i any other geographical Rl SO, FDISHRE PR AIRIE ATy 6 B9 CRE

. _ des projets Banque et Bourse. Cependant, tous les
How to use this Tool- or business contexts. : & _oSE |
Flox aspects techniques sont réutilisables dans d'antres
- ) . secteurs d'affaires ou zone géographique.
= The resulting model has been postively challenged BT E
&] LEJ, My Compuker
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AO Methodology: Security Maturity Assessment Ag)rsi;gyﬁ

» SMA objectives is to
» Apply 1ISO 17799

» Use a C_MMI » Used Iin projects
Maturation
approach » Schlumberger used it

widely as it was a
joined methodology
at the time of
SchlumbergerSema

» Other cystomers g
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Our customers requests in Security for Ag)s_ ot
: : rigin
Integration Projects

» Most of our major customers request security for
» Integration Project
» Development projects
» And TMA (Third party Application Maintenance)

» Generally, they request
» ISO 17799
» We start to receive RFP requesting an ISO 27K approach, but,
for the time being, no request for ISO 27001 certification
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Other branches in Atos Origin France Origin

» Atos Origin Managed Services
» Atos Origin System Integration

» Atos Origin Worldline
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Atos Yl
Q/A Origin

» Thank you for your attention
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